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Abstract: Biological systems have a unique ability inherited through their genome. It allows them 9 

to build, operate, and manage a society of cells with complex organizational structures where au- 10 

tonomous components execute specific tasks and collaborate in groups to fulfill systemic goals with 11 

shared knowledge. The system receives information from various senses, makes sense of what is 12 

being observed, and acts using its experience, while the observations are still in progress. We use 13 

the General Theory of Information (GTI) to implement a digital genome, specifying the operational 14 

processes that design, deploy, operate, and manage a cloud-agnostic distributed application that is 15 

independent of IaaS and PaaS infrastructure, which provides the resources required to execute the 16 

software components. The digital genome specifies the functional and non-functional requirements 17 

that define the goals and best-practice policies to evolve the system using associative memory and 18 

event-driven interaction history to maintain stability and safety while achieving the system’s objec- 19 

tives. We demonstrate a structural machine, cognizing oracles, and knowledge structures derived 20 

from GTI used for designing, deploying, operating, and managing a distributed video streaming 21 

application with autopoietic self-regulation that maintains structural stability and communication 22 

among distributed components with shared knowledge while maintaining expected behaviors dic- 23 

tated by functional requirements. 24 

Keywords: Distributed Software Application; Digital Genome; Self-Regulation; Autopoiesis; Asso- 25 

ciative Memory; Event-Driven Interaction History. 26 

 27 

1. Introduction 28 

Designing, developing, deploying, operating, and managing the lifecycle of distrib- 29 

uted software applications is a critical area of study because all our business and personal 30 

lives depend on them. Volumes have been written on the subject and the book authority 31 

organization lists 20 best distributed system books of all time [1]. A literature survey on 32 

service-oriented architecture used 65 papers published between 2005 and 2020. [2]. A sys- 33 

temic literature review of microservice architecture (MSA), (MSA is a more recent pro- 34 

posal to use fine-grained services architecture for distributed software systems) discov- 35 

ered in 3842 papers [3]. However, several issues with their design, deployment, operation, 36 

and management, their instability under large fluctuations in resource demand or availa- 37 

bility, vulnerability to security breaches, and CAP theorem limitations are ever-present.  38 

In this paper, we present an analysis of the current state-of-the-art distributed soft- 39 

ware application design, development, deployment, operation, and management. We de- 40 

scribe a novel extension based on the foundation of the General Theory of Information 41 

(GTI) that infuses: 42 

1. Improved resilience using the concept of autopoiesis, which refers to the ability 43 

of a system to replicate itself and maintain identity and stability while facing 44 

fluctuations caused by external influences, and  45 
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2. Enhanced cognition using cognitive behaviors that model the system’s state, 46 

sense internal and external changes, analyze, predict, and take action to mitigate 47 

any risk to its functional fulfillment. 48 

The paper is structured as follows: 49 

1. Discuss the limitations of both symbolic and sub-symbolic computing struc- 50 

tures used in the current implementation of distributed software systems, 51 

2. Discuss GTI and its application to create a knowledge representation in the 52 

form of associative memory, and event-driven transaction history of the dis- 53 

tributed software system, and 54 

3. Demonstrate a distributed software application with autopoietic and en- 55 

hanced cognitive behaviors. An autopoietic manager configures and man- 56 

ages the components of the distributed software system and a cognitive net- 57 

work manager provides enhanced cognition to manage the connections be- 58 

tween the software components to maintain the quality of service. A policy 59 

manager's policies are defined by best practices and experience to manage 60 

deviations from expected behaviors. 61 

1.1. Limitations of the Current State-of-the-Art 62 

1.1.1. CAP Theorem Limitation: 63 

The CAP theorem [4], also known as Brewer’s theorem states that it is impossible for 64 

a distributed data system to provide more than two out of three guarantees simultane- 65 

ously: 66 

1. Consistency: All users see the same data at the same time, no matter which node 67 

they connect to. For this to happen, whenever data is written to one node, it must 68 

be instantly forwarded or replicated to all the other nodes in the system before 69 

the write is deemed ‘successful’. 70 

2. Availability: Any client requesting data gets a response, even if one or more 71 

nodes are down. Another way to state this is that all working nodes in the dis- 72 

tributed system return a valid response for any request, without exception. 73 

3. Partition Tolerance: The system continues to operate despite an arbitrary num- 74 

ber of messages being dropped (or delayed) by the network between nodes. 75 

1.1.2. Complexity: 76 

In addition, the complexity of maintaining availability and performance continues to 77 

increase with Hobson's choice between single vendor-lock-in or multi-vendor complexity 78 

[5]. There are solutions available using free and open-source software or adopting multi- 79 

vendor and heterogeneous resources offered by multiple cloud providers [6]. This can 80 

help to maintain the scalability and management flexibility of distributed applications. 81 

However, this often increases complexity, and layers of management lead to the "who 82 

manages the managers" conundrum. Moreover, the advent of many virtualized and dis- 83 

aggregated technologies, and the rapid increase of the Internet of Things (IoT) makes end- 84 

to-end orchestration difficult to do at scale. 85 

1.1.3. Computation and Its Limits: 86 

Some arguments suggest that the problems of scalability, resiliency, and complexity 87 

of distributed software applications are symptoms that point to a foundational shortcom- 88 

ing of the computational model associated with the stored program implementation of 89 

the Turing Machine from which all current-generation computers are derived [7-13].  90 

As Cockshott et al., [11] p. 215 describe in their book “Computation and its Limits” 91 

the concept of the universal Turing machine has allowed us to create general-purpose 92 

computers and “use them to deterministically model any physical system, of which they 93 

are not themselves a part to an arbitrary degree of accuracy. Their logical limits arise when 94 

we try to get them to model a part of the world that includes themselves.” External agents 95 

are required for the harmonious execution of the computer and the computation. 96 

The distributed software application consists of a network structure of distributed 97 

software components that are dependent on the infrastructure that provides the resources 98 
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(CPU, memory, and power/energy) which are managed by different service providers 99 

with their own infrastructure as a service (IaaS), and platform as a service (PaaS) manage- 100 

ment systems. In essence, the processes executing the computing structures (hardware 101 

and software) behave like a complex adaptive system. They exhibit emergent behavior 102 

when faced with local fluctuations impacting the infrastructure. For example, if a failure 103 

occurs in any one component, the execution halts and external entities must fix the prob- 104 

lem. If the demand fluctuates, resources must be increased or decreased to maintain effi- 105 

ciency and performance by an external entity. These lead to a single vendor lock-in or the 106 

complexity of a third-party orchestrator that manages various component managers. 107 

1.2. Stored Program Control Implementation of Symbolic and Sub-Symbolic Computing 108 

Structures 109 

Current-generation computers are used for process automation, intelligent decision- 110 

making, mimicking behaviors by robots, and using transformers to generate text, images, 111 

and videos [14-16]. Figure 1, shows process automation executed by an algorithm operat- 112 

ing on data structures. Insights obtained through machine learning algorithms or deep 113 

learning algorithms for intelligent decision-making are derived from data analytics also 114 

shown in Figure 1. In addition, deep learning algorithms (which use multi-layered neural 115 

networks to simulate the complex pattern recognition processes of the human brain) are 116 

used to perform robotic behaviors or generative AI tasks.  117 

McCulloch and Pitts's 1943 paper [17] on how neurons might work, and Frank Ros- 118 

enblatt's introduction of the perceptron [18] led to the current AI revolution with deep 119 

learning algorithms using computers. 120 

Robotic Behavior Learning primarily involves training a robot to perform specific 121 

tasks or actions. This includes reinforcement learning, where the robot learns from trial 122 

and error, receiving rewards for successful actions and penalties for mistakes. Over time, 123 

the robot improves its performance by maximizing its rewards and minimizing penalties. 124 

This type of learning is useful in environments where explicit programming of all possible 125 

scenarios is impractical. On the other hand, transformers in GenAI focus on processing 126 

and generating text data. They use attention mechanisms to understand the context within 127 

large bodies of text. The input to a Transformer model is a sequence of tokens (words, 128 

sub-words, or characters), and the output is typically a sequence of tokens that forms a 129 

coherent and contextually relevant text. This could be a continuation of the input text, a 130 

translation into another language, or an answer to a question. In addition, when the algo- 131 

rithm is trained on a large dataset of images or videos, it learns to understand the under- 132 

lying patterns and structures in the data and generates new, original content. The results 133 

can be surprisingly creative and realistic, opening up new possibilities for art, design, and 134 

visual storytelling. 135 

 136 

Figure 1: Current state of the art of information processing structures 137 

 138 
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Symbolic computing uses a sequence of symbols (representing algorithms) that op- 139 

erate on another sequence of symbols (representing data structures describing the state of 140 

a system that depicts various entities and relationships) to change the state. Sub-symbolic 141 

computation is associated with neural networks where an algorithm mimics the neurons 142 

in biological systems (perceptron). A multi-layer network using perceptron mimics the 143 

neural networks in converting the information provided as input (text, voice, video, etc.). 144 

Several issues with sub-symbolic computing have been identified [19-21]: 145 

1. Lack of Interpretability: Deep learning models, particularly neural networks, 146 

are often "black boxes" because it's difficult to understand the reasoning be- 147 

hind how they respond to the queries. 148 

2. Need for Large Amounts of Data: These models typically require large data 149 

sets to train effectively. 150 

3. Overfitting: Deep learning models can overfit the training data, meaning 151 

they may not generalize well to unseen data. 152 

4. Vanishing and Exploding Gradient Problems: These are issues that can arise 153 

during the training process, making it difficult for the model to learn. 154 

5. Adversarial Attacks: Deep learning models are vulnerable to adversarial at- 155 

tacks, where small, intentionally designed changes to the input can cause the 156 

model to make incorrect predictions. 157 

6. Difficulty Incorporating Symbolic Knowledge: Sub-symbolic methods, such 158 

as neural networks, often struggle to incorporate symbolic knowledge, such 159 

as causal relationships and practitioners' knowledge. 160 

7. Bias: These methods can learn and reflect biases present in the training data. 161 

8. Lack of Coordination with Symbolic Systems: While sub-symbolic and sym- 162 

bolic systems can operate independently, they often need to coordinate 163 

closely together to integrate the knowledge derived from them, which can 164 

be challenging. 165 

1.3. The General Theory of Information and Supr-Symbolic Computing: 166 

Recent advances based on the General Theory of Information, provide a new ap- 167 

proach that integrates symbolic and sub-symbolic computing structures with a novel su- 168 

per-symbolic structure [9,22-34] and addresses various foundational shortcomings men- 169 

tioned above.  170 

 171 

Figure 2: According to the General Theory of Information, Information is the bridge 172 

between the material, mental, and digital worlds 173 

Figure 2 depicts [23-27] how information bridges the material world of structures 174 

formed through energy and matter transformations; the mental world that observes the 175 
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material world and creates mental structures that represent the knowledge received from 176 

observed information; and the digital world created using the information generated by 177 

both the mental, and material structures using the stored program control implementation 178 

of the Turing Machine. 179 

Mark Burgin’s General Theory of Information (GTI) bridges our understanding of 180 

the material world, which consists of matter and energy, and the mental worlds of biolog- 181 

ical systems that utilize information and knowledge. This theory is significant because it 182 

offers a model for how operational knowledge is represented and used by biological sys- 183 

tems involved in building, operating, and managing life processes [9,34,37]. In addition, 184 

it suggests a way to represent operational knowledge and use it to build, deploy, and 185 

operate distributed software applications.  The result is a new class of digital automata 186 

with autopoietic and cognitive behaviors that biological systems exhibit [9]. Autopoietic 187 

behavior refers to the self-producing and self-maintaining nature of living systems. Cog- 188 

nitive behavior refers to obtaining and using knowledge. 189 

The genome through natural selection has evolved to capture and transmit the 190 

knowledge to build, operate, and manage a structure that receives information from the 191 

material world and converts it into knowledge in the mental world using genes and neu- 192 

rons. The result is an associative memory and event-driven transaction history that the 193 

system uses to interact with the material world. In the symbolic computing structures, the 194 

knowledge is represented as data structures (entities and their relationships) depicting the 195 

system state, and its evolution using an algorithm. In sub-symbolic computing, the algo- 196 

rithm creates a neural network and knowledge is represented by the optimized parame- 197 

ters that result from training the neural network with data structures. The observations of 198 

Turing, Neumann, McCulloch, Pitts, and Rosenblatt have led to the creation of the digital 199 

world where information is converted into knowledge in the digital form as shown in 200 

Figure 1. The super-symbolic structure derived from GTI provides a higher-level 201 

knowledge representation in the form of fundamental triads/named sets [24, 28] shown in 202 

Figure 2.   203 

In essence, three contributions from GTI enable the developing, deploying, operat- 204 

ing, and managing of a distributed application using heterogeneous IaaS and PaaS re- 205 

sources while overcoming the shortcomings discussed in this paper:  206 

Digital Automata: Burgin's construction of a new class of digital automata to over- 207 

come the barrier posed by the Church–Turing Thesis has significant implications for AI. 208 

This allows for creating of more advanced AI systems that can perform tasks beyond the 209 

capabilities of traditional Turing machines [9,33,36]. 210 

Super-symbolic Computing: His contribution to super-symbolic computing with 211 

knowledge structures, cognizing oracles, and structural machines changes how we design 212 

and develop self-regulating distributed applications. These tools also allow AI systems to 213 

process and understand information in a more complex and nuanced way, similar to how 214 

humans do by interacting with the sub-symbolic and super-symbolic computing struc- 215 

tures with common knowledge representation using super-symbolic computing which is 216 

different from neuro-symbolic computing [33-35]. 217 

Digital Genome: The schema and associated operations derived from GTI are used 218 

to model a digital genome specifying the operational knowledge of algorithms executing 219 

the software life processes. The digital genome specifies operational knowledge that de- 220 

fines and executes domain-specific functional requirements, non-functional requirements, 221 

and best-practice policies that maintain the system behavior, conforming to the expecta- 222 

tions of the design. This results in a digital software system with a super-symbolic com- 223 

puting structure exhibiting autopoietic and cognitive behaviors that biological systems 224 

also exhibit [9,36,37]. 225 

Figure 3 shows the super-symbolic computing structure implementing a domain- 226 

specific digital genome using the structural machines, cognizing oracles, and knowledge 227 

structures derived from GTI to create a knowledge network with two important features:  228 
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1. The knowledge network captures the system state and its evolution caused by the 229 

event-driven interactions of various entities interacting with each other in the form of 230 

associative memory and event-driven interaction history. It is important to emphasize 231 

that the Digital Genome and super-symbolic computing structures differ from using 232 

symbolic and sub-symbolic structures together. For example, the new frameworks [35] 233 

from MIT Computer Science and Artificial Intelligence Laboratory provide important 234 

context for language models that perform coding, AI planning, and robotic tasks. 235 

However, this approach does not use associative memory and event-driven transac- 236 

tion history as long-term memory. The digital genome provides a schema for creating 237 

them using knowledge derived from both symbolic and sub-symbolic computing.  238 

2. GTI provides a schema and operations [22,33] for representing the system state and its 239 

evolution, which are used to define and execute various processes that fulfill the func- 240 

tional and non-functional requirements and the best-practice policies and constraints.  241 

 242 

Figure 3: The digital genome implementation integrating symbolic and sub-sym- 243 

bolic computing 244 

The figure shows the theoretical GTI-based implementation model of the digital ge- 245 

nome specifying the functional and non-functional requirements along with adaptable 246 

policies based on experience to maintain the expected behaviors based on the genome 247 

specification. In this paper, we describe an implementation of a distributed software ap- 248 

plication using the digital genome specification and demonstrate the policy-based man- 249 

agement of functional and non-functional requirements. In section 2, we describe the dis- 250 

tributed software application and its implementation. In section 3, we discuss the results 251 

and lessons learned. In section 4, we draw some conclusions and discuss some future di- 252 

rections. 253 

Figure 4: Two information processing structures 254 

 255 
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Figure 4 shows the two information processing structures one based on the Turing 256 

Machine and von Neumann architecture and the other based on the structural machines 257 

and the knowledge network composed of knowledge structures and cognizing oracles. 258 

The current state of the art uses the von- Neumann stored program control imple- 259 

mentation of the Turing Machine to execute algorithms using symbolic, sub-symbolic, or 260 

a combination called neuro-symbolic computing structures. The approach presented in 261 

this paper uses structural machines with a schema and operations defining a knowledge 262 

network based on GTI. The structural machine uses various process execution methods 263 

such as symbolic and sub-symbolic computing using general-purpose computers, people, 264 

or analog devices with sensors and actuators. Figure 4 shows the two models. Each 265 

knowledge structure executes a process specified by the functional and non-functional 266 

requirements using best-practice policies and constraints to fulfill the design goals. In the 267 

next section, we describe the knowledge network and how to use it to design, deploy, 268 

operate, and manage a distributed software application. 269 

2.  Distributed Software Application and its Implementation 270 

A distributed software application is designed to operate on multiple computers or 271 

devices across a network. They spread their functionality across different components 272 

with a specific role, work together, and communicate using shared knowledge to accom- 273 

plish the application’s overall goals. The overall functionality and operation are defined 274 

using functional and non-functional requirements, and policies and constraints are speci- 275 

fied using best practices that ensure the application’s functionality, availability, scalabil- 276 

ity, performance, and security while executing its mission. We describe a process to de- 277 

sign, develop, deploy, operate, and manage a distributed software application using func- 278 

tional and non-functional requirements, policies, and constraints specified to achieve a 279 

specific goal. The goal is determined by the domain knowledge representing various en- 280 

tities, their relationships, and the behaviors that result from their interactions. 281 

Figure 5: Digital genome-driven distributed application with associative memory 282 

and event-driven interaction history 283 

 284 

oth symbolic and sub-symbolic computing structures execute processes that receive 285 

input, fulfill functional requirements, and share knowledge with other wired components 286 
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to fulfill system-level functional requirements. Figure 5 shows the computing models and 287 

the knowledge representation as a knowledge network used in the new approach based 288 

on GTI. As discussed in [31 p. 13] “Information processing in triadic structural (entities, 289 

relationships, and behaviors) machines is accomplished through operations on 290 

knowledge structures, which are graphs representing nodes, links, and their behaviors. 291 

Knowledge structures contain named sets and their evolution containing named enti- 292 

ties/objects, named attributes, and their relationships. Ontology-based models of domain 293 

knowledge structures contain information about known knowns, known unknowns, and 294 

processes for dealing with unknown unknowns through verification and consensus. Inter- 295 

object and intra-object behaviors are encapsulated as named sets and their chains. Events 296 

and associated behaviors are defined as algorithmic workflows, which determine the sys- 297 

tem’s state evolution. 298 

A named set chain of knowledge structures (knowledge network) provides a geneal- 299 

ogy representing the system's state history. This genealogy can be treated as the deep 300 

memory and used for reasoning about the system’s behavior, as well as for its modifica- 301 

tion and optimization.” 302 

The domain knowledge for each node and the knowledge network is obtained from 303 

different sources (including the Large Language Models) and specified as functional and 304 

non-functional requirements derived from the system’s desired availability, performance, 305 

security, and stability. 306 

The digital genome specifies the functionality and operation of the system that de- 307 

ploys, operates, and manages the evolution of the knowledge network with the 308 

knowledge about where to get the computing resources and use them. The autopoietic 309 

network manager is designed to deploy the software components with appropriate com- 310 

puting resources (e.g., IaaS and PaaS in a cloud) as services. The cognitive network man- 311 

ager manages the communication connections between the nodes executing various pro- 312 

cesses. The service workflow manager controls the workflow among the nodes delivering 313 

the service. An event monitor captures the events in the system to create the associative 314 

memory and the event-driven interaction history. A cognitive red flag manager captures 315 

deviations from the normal workflow and alerts the autopoietic manager which takes cor- 316 

rective action by coordinating with the cognitive network manager. The architecture pro- 317 

vides a self-regulating distributed software application using resources from different 318 

providers. 319 

We describe an example implemented using this architecture to demonstrate its fea- 320 

sibility and benefits. A video-on-demand service is deployed in a cloud with auto-failover. 321 

This demonstration aims to show the feasibility of creating associative memory and event- 322 

driven transaction history that provides real-time evolution of the system as long-term 323 

memory. They can be used to perform data analytics using a transparent model to gain 324 

insights in contrast to the current state of the art as shown in Figure 3. 325 

3. Video on Demand (VoD) Service with Associative Memory and Event-Driven in- 326 

teraction history 327 

The design begins with defining the functional requirements, non-functional require- 328 

ments, best-practice policies, and constraints. 329 

Functional Requirements for User Interaction: 330 

• User is given a service URL 331 

• User registers for the service 332 

• Administrator authenticates with a user ID and password 333 

• User logs into URL with user ID and Password 334 

• The user is presented with a menu of videos 335 

• User Selects a video  336 

• The user is presented with a video and controls to interact 337 

• User uses the controls (pause, start, rewind, fast forward) and watches the 338 

video. 339 
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Functional Requirements for Video Service Delivery: 340 

• Video Service consists of several components working together: 341 

o VoD service workflow manager 342 

o Video content manager 343 

o Video server 344 

o Video client 345 

Non-functional Requirements, Policies, and Constraints: 346 

• Auto-Failover: When a video service is interrupted by the failure of any 347 

component, the user service should not experience any service interrup- 348 

tion. 349 

• Auto-Scaling: When the end-to-end service response time falls below a 350 

threshold, necessary resource adjustments should be made to adjust the 351 

response time to the desired value. 352 

• Live Migration: Any component should be easily migrated from one in- 353 

frastructure to another without service interruption. 354 

Figure 6 shows a digital genome-based architecture with various components that 355 

fulfill these requirements. Each node is a process-executing engine that receives input and 356 

executes the process using a symbolic or sub-symbolic computing structure. An example 357 

is a Docker container deployed in a cloud using local IaaS and PaaS. The roles of the digital 358 

genome, the autopoietic network manager, and the cognitive network manager are well 359 

discussed in several papers [9,21,37]. 360 

Just as the genome in living organisms contains the information required to manage 361 

life processes the digital genome contains all the information about the distributed soft- 362 

ware application in the form of knowledge structures to build itself, reproduce itself, and 363 

maintain its structural stability while using its cognitive processes to fulfill the functional 364 

requirements. 365 

Figure 6: Schema-based Service Architecture with various components 366 

We summarize the functions of the schema of the knowledge network that specifies 367 

the process of processes executing the system’s functional and non-functional require- 368 

ments and best practice policies and constraints: 369 

The Digital Genome Node: It is the master controller that provides the operational 370 

knowledge to deploy the knowledge network that contains various nodes executing dif- 371 

ferent processes and communicating with other nodes wired together with shared 372 

knowledge. It initiates the autopoietic and cognitive network managers responsible for 373 
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managing the structure and workflow fulfilling the functional and non-functional require- 374 

ments. 375 

Autopoietic Network Manager (APM) Node: It contains knowledge about where to 376 

deploy the nodes using resources from various sources such as IaaS and PaaS from cloud 377 

providers. It receives a list of Docker containers to be deployed as nodes and determines 378 

how they are wired together. At t=0, APM deploys various containers using the desired 379 

cloud resources. It passes on the URLs of these nodes and the network connections to the 380 

Cognitive Network Manager. For example, if the nodes are duplicated to fulfill non-func- 381 

tional requirements, it assigns which connection is the primary and which is the second- 382 

ary. 383 

Using the URLs and their wiring map, the CNM consults with the Policy Manager 384 

which specifies the requirements for fulfilling the non-functional requirements such as 385 

auto-failover, auto-scaling, and live migration, then sets up the connection list and passes 386 

it on to the Service Workflow Manager. 387 

Service Workflow Manager (SWM): Provides the service workflow control by man- 388 

aging the connections between various nodes participating in the service workflow. In the 389 

VoD service, it manages the workflow of the video service subnetwork and the user inter- 390 

face manager subnetwork as shown in Figure 5. It also manages the deviations from the 391 

expected workflow by using the policies that define actions to correct them.  392 

User Interface Management Subnetwork (UIM): It manages the user interface work- 393 

flow providing registration, login, video selection, and other interactions.  394 

Video Service Management Subnetwork: It provides the video service from content 395 

to video server and client management.  396 

Cognitive Red Flag Manager: when deviations occur from normal workflow such as 397 

one of the video clients fails, the SWM will switch it to the secondary video client as shown 398 

in Figure 6. It also communicates a red flag which is then communicated to the APM to 399 

take corrective action, in this case, restore the video client that went down and let the 400 

CNM know to make it secondary. 401 

Event Monitor: It monitors events from video service and user interface workflows 402 

and creates an associative memory and an event-driven interaction history with a time 403 

stamp. These provide the long-term memory for other nodes to use the information in 404 

multiple ways including performing data analytics and gaining insights to take appropri- 405 

ate action. 406 

We summarize the development workflow translating the functional and non-func- 407 

tional requirements, and best-practice policies as follows: 408 

1. Developers design the process workflow based on the functional requirements.  409 

2. Each process (a knowledge structure with a schema, consisting of entities, rela- 410 

tionships, and their event-driven interactions, is defined by its inputs and actions 411 

each process executes based on the inputs and generated outputs communicated 412 

with other processes using shared knowledge.  413 

3. All the knowledge structures are containerized and deployed as a knowledge 414 

network. For example, the user interface subnetwork contains the user registra- 415 

tion, login, video selection, and use processes with specified inputs, behaviors, 416 

and outputs. The video service subprocess deals with video management and 417 

delivery processes. Wired knowledge structures fire together to execute autopoi- 418 

etic and enhanced cognitive behaviors managed by a service workflow manager 419 

under the supervision of the autopoietic and cognitive network managers. 420 

4. The autopoietic manager manages the deployment of knowledge structures us- 421 

ing cloud resources. 422 

5. The cognitive network manager manages the workflow connections between the 423 

knowledge structures. 424 

6. Autopoietic and cognitive managers along with a policy manager, who dictates 425 

best practice rules, manage the deviations from expected behavior caused by 426 

fluctuations in the availability of or demand for the resources or workflow 427 
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disruptions. The best practice policies are derived from history and experience. 428 

For example, if the service response time exceeds a threshold, auto-scaling is 429 

used to reduce it. Using the return time objective  (RTO) and the return position 430 

objective (RPO), the structure of the knowledge network is configured by the 431 

autopoietic and cognitive network managers to maintain the quality of service 432 

using auto-failover or live migration. 433 

In the next section, we discuss the results. 434 

4. Results 435 

 Various processes shown in Figure 6 are implemented using these three technolo- 436 

gies: 437 

1. Python programming for creating the schema and its evolution with various 438 

instances, 439 

2. Containers that are deployed using the Google Cloud, and 440 

3. A graph database (TigerGraph) that represents the schema and its evolution 441 

with various instances using the events that capture the interactions as asso- 442 

ciative memory and event-driven interaction history.  443 

The video (Digital Genome VoD Presentation – Autopoietic Machines (triadicautom- 444 

ata.com) (Accessed on o6/17/2024)) demonstrates the implementation of associative 445 

memory and the event-driven transaction history of a distributed software application 446 

with a digital software genome specification discussed in this paper. The video details the 447 

schema and operation of the video-on-demand service: 448 

1. A knowledge sub-network in action, where users interact with various entities deliv- 449 

ering the service. They can register, log in, choose a video from a menu, and interact 450 

with it. 451 

2. A knowledge sub-network that manages and serves the video-on-demand. 452 

3. A higher-level knowledge network with the service workflow manager, policy man- 453 

ager, autopoietic manager, and cognitive network manager provides structural stabil- 454 

ity and enhanced cognitive workflow management to address the impact of fluctua- 455 

tions in the interactions causing disruptions in the quality of service.  456 

4. A graph database demonstrates the system evolution using a service schema, associ- 457 

ative memory, and event-driven interaction history of all the users. 458 

 459 

 460 

Figure 7: Deployment of the VoD service using Cloud resources. An implementa- 461 

tion is presented in the video mentioned in this paper. 462 

https://triadicautomata.com/digital-genome-vod-presentation/
https://triadicautomata.com/digital-genome-vod-presentation/
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The system is structured to be resilient to the failure of one of the critical compo- 463 

nents that delivers the video to the user without interruption. The switchover occurs 464 

without the user noticing the failure. 465 

5. Conclusions 466 

This paper aims to explain how GTI helps us understand knowledge and its repre- 467 

sentation, which belongs to the mental worlds of biological systems. It helps them build, 468 

operate, and manage a society of cells with complex organizational structures. Self-regu- 469 

lation, associative memory, and event-driven interaction history are key attributes that 470 

allow them to make sense of what they are observing and act while the observation is 471 

still in progress to control the outcomes and manage risk. GTI, articulated by Mark 472 

Burgin, provides a unified context for existing directions in information studies. It al- 473 

lows us to elaborate on a comprehensive definition and explain the relations between 474 

information, data, and knowledge. It demonstrates how different mathematical models 475 

of information and information processes are related [38-41]. According to GTI, infor- 476 

mation is the bridge between the material structures and their state evolution and the 477 

mental structures of biological systems that model and interact with the material struc- 478 

tures. Information is converted into knowledge and represented by composable 479 

knowledge structures forming multi-layer knowledge networks.  480 

This paper outlines our endeavor to apply the same knowledge representation to 481 

construct, operate, and manage a society of autonomous distributed software compo- 482 

nents with complex organizational structures. The new approach offers practical benefits 483 

such as self-regulating distributed application design, development, deployment, opera- 484 

tion, and management. Importantly, these benefits are independent of the infrastructure 485 

as a service (IaaS) or Platform as a service (PaaS) used to execute them, promising a ver- 486 

satile and adaptable solution. 487 

Event-driven interaction history allows for real-time sharing of business moments 488 

as asynchronous events. The schema-based knowledge network implementation im- 489 

proves a system's scalability, agility, and adaptability through the dynamic control and 490 

feedback signals exchanged among the system’s components. This architecture separates 491 

the traditional sensing, analysis, control, and actuation elements for a given system 492 

across a distributed network. It uses shared information between nodes and the nodes 493 

that are wired fire together to execute collective behavior.  494 

The knowledge network nodes and subnetworks can be composed without impact- 495 

ing the rest of the system, thus improving scalability, agility, and adaptability. Commu- 496 

nication between nodes can be directed through crypto security to enhance the system's 497 

security [9]. Other examples of networks with a control network overlay are communi- 498 

cation networks with signaling overlay, cellular organisms with networks of genes and 499 

neurons, and human organizational networks with hierarchical and matrix management 500 

control overlay. They all behave as a society of autonomous components with local 501 

knowledge of their role, function, and operation. They use shared knowledge about their 502 

role, function, and operation to contribute to the systemic goals. The system is designed 503 

to optimize the global process execution while considering the constraints of the compo- 504 

nents' local processes. The digital genome specifies how to build, operate, and manage a 505 

society of software components with complex organizational structures where autono- 506 

mous components execute specific tasks and collaborate in groups to fulfill systemic 507 

goals with shared knowledge. The GTI-based schema of the knowledge network allows 508 

us to model a society of autonomous components that execute systemic goals with auto- 509 

poietic and cognitive behaviors. The VoD implementation using the schema defined in 510 

this paper illustrates this process. 511 

5.1. Future Directions: 512 

Our results show that schema-based distributed software applications with specific 513 

functional and non-functional requirements, as well as policies based on best practices, 514 

improve the system’s structural stability and enhance cognitive workflow management. 515 
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The term digital genome we use here is a metaphor referring to the genomes of biologi- 516 

cal systems where the knowledge to build, operate, and manage a society of cells with 517 

self-regulation with autopoietic and cognitive behaviors. We have demonstrated how 518 

the digital genome is designed and implemented to replicate a VoD service.  519 

This is an emerging area where GTI provides a theoretical and practical foundation 520 

for advancing the implementation of AI, enabling the creation of more intelligent and 521 

autonomous systems [33,36,37]. They offer a new perspective on how we can infuse au- 522 

topoietic and cognitive behaviors into digital machines, leading to the evolution of ma- 523 

chine intelligence. As Naidoo [40] points out, “The presentation of the overall qualitative 524 

framework, comprising a qualitative analysis of information, data, and knowledge, will 525 

be valuable and of great assistance in delineating regulatory, ethical, and strategic trajec- 526 

tories. In addition, this framework provides insights (and answers) regarding (1) data 527 

privacy and protection; (2) delineations between information, data, and knowledge 528 

based on the important notion of trust; (3) a structured approach to establishing the nec- 529 

essary conditions for an open society and system, and the maintenance of said openness, 530 

based on the work of Karl Popper and Georg Wilhelm Friedrich Hegel; (4) an active 531 

agent approach that promotes autonomy and freedom and protects the open society; 532 

and (5) a data governance mechanism based on the work of Friedrich Hayek, which 533 

structures the current legal–ethical–financial and social society.”  534 

GTI provides a framework that infuses structural stability to manage availability, 535 

scalability, performance, security, survival, and enhanced cognition and reasoning 536 

through associative memory and the history of the system's state evolution. 537 

5.2. Related Work and Contributions of this Paper 538 

As David Baden [41] points out, “According to the GTI, information exists in an 539 

abstract world of structures, somewhat analogous to Plato’s ideal world of Forms. This 540 

world of ideal structures interacts with the physical and mental worlds, a conceptualiza- 541 

tion strongly similar to Popper’s three-world ontology. The relation between infor- 542 

mation and the structure of reality has been noted by other theorists, including Tom 543 

Stonier and Luciano Floridi.” He goes on to say that GTI is one of several ‘gap bridging’ 544 

theories attempting to integrate information ideas from different domains. A mathemati- 545 

cal theory aiming to incorporate previous approaches, including those of Shannon, Bar- 546 

Hillel, Dretske, and others, GTI provides a formalism to unify the varied ways in which 547 

information is understood through a series of ontological and axiological principles that 548 

express what information is, and how it may be measured. It defines information as that 549 

which can cause changes in a system so that information may be seen as a form of en- 550 

ergy. GTI may, in principle, encompass all forms of information, including the physical, 551 

biological, mental, and social, and encompassing syntactic, semantic, and pragmatic in- 552 

formation. However, it has not yet been extended in any detail into social and ethical 553 

domains.  554 

Unfortunately, not many applications of GTI explain the practice of GTI in building 555 

new information technologies. The references by Burgin and Mikkilineni alluded to in 556 

this paper are the only ones that discuss this subject. Hopefully, this paper will stimulate 557 

the new generation of computer scientists and information technology professionals to 558 

take the research to the next level. 559 

As far as associative memory and event-driven transaction history, our implemen- 560 

tation is based on a schema and operations of the schema derived from GTI and is differ- 561 

ent from the following approaches: 562 

1.  Event-Driven Associative Memory Networks for Knowledge Graph Com- 563 

pletion by X. Wang et al. [42]. This paper explores how event-driven associative memory 564 

networks can enhance knowledge graph completion tasks. It introduces a novel ap- 565 

proach that combines temporal information with associative memory mechanisms to 566 

improve link prediction in knowledge graphs. 567 

2. Memory Networks by J. Weston et al. [43]. Although not exclusively focused 568 

on associative memory, this influential paper introduces the concept of memory 569 
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networks. It discusses how external memory can augment neural networks, allowing 570 

them to store and retrieve information more effectively. 571 

3. Neural Turing Machines A. Graves et al. [44]. While not directly related to 572 

event-driven transaction history, this paper proposes a model called neural Turing ma- 573 

chines (NTMs). NTMs combine neural networks with external memory, enabling them 574 

to learn algorithmic tasks and perform associative recall. 575 

How is this work related to AGI?  576 

According to Ben Goertzel [45], "At the moment, AGI system design is as much ar- 577 

tistic as scientific, relying heavily on the designer’s scientific intuition. AGI implementa- 578 

tion and testing are interwoven with (more or less) inspired tinkering, according to 579 

which systems are progressively improved internally as their behaviors are observed in 580 

various situations. This sort of approach is not unworkable, and many great inventions 581 

have been created via similar processes. It’s unclear how necessary or useful a more ad- 582 

vanced AGI theory will be for the creation of practical AGI systems. But it seems likely 583 

that, the further we can get toward a theory providing tools to address questions like 584 

those listed above, the more systematic and scientific the AGI design process will be- 585 

come, and the more capable the resulting systems."  586 

In addition, many safety problems for AGI have been identified [46]. While some 587 

propose neuro-symbolic computing to augment deep learning [47-51], they do not ad- 588 

dress how to model associative memory and even-driven interaction history. Neuro- 589 

symbolic AI integrates neural and symbolic AI architectures to address their weaknesses 590 

by adding knowledge graphs that enhance reliability and accuracy with structured 591 

knowledge and domain-specific facts. However, the GTI approach with super-symbolic 592 

computing integrates the knowledge generated by symbolic and sub-symbolic compu- 593 

ting with higher-level reasoning with associative memory and event-driven interaction 594 

history, similar to how the neocortex integrates the knowledge received from various 595 

senses. 596 

As shown in Figure 3, perhaps super-symbolic computing and structural machines 597 

may provide a path to introduce higher-level reasoning with experience, ethics, and 598 

safety using the associative memory and the event-driven interaction history discussed 599 

in this paper. 600 

Our work uses the current implementations of AI as nodes in our knowledge net- 601 

work to augment the total knowledge describing the system's state and its evolution 602 

based on event-driven interactions between nodes. In addition, GTI points to the role of 603 

knowledge representation in biological systems, which allows autopoietic and cognitive 604 

behaviors. In addition, GTI provides a schema and tools to infuse these behaviors into 605 

digital automata with a knowledge representation. Associative memory and the event- 606 

driven interaction history of knowledge structures representing the entities, relation- 607 

ships, and behaviors provide a path to implement higher-level reasoning systems using 608 

experience, common sense, and wisdom. 609 

What are the limitations of this approach?  610 

The limitations for quick adaption of the schema-based approach stem from the 611 

need for computer scientists and information technology professionals to overcome the 612 

learning curve involved in adapting new concepts from GTI, genomics, neuroscience, 613 

and limitations of the current state of the art. Fortunately, this requires no new tools or 614 

technologies. A new schema-based architecture that integrates existing symbolic and 615 

sub-symbolic computing structures and the knowledge acquisition from the new large 616 

language models may hasten quick adaption. 617 

We conclude this paper with an excerpt from Mark Burgin [27, p.4]. "Knowledge 618 

processing and management make problem solving much more efficient and are crucial 619 

for big companies and institutions (Ueno, 1987; Osuga, 1989; Dalkir, 20005). To achieve 620 

this goal, it is necessary to make distinction between knowledge and knowledge repre- 621 

sentation to know regularities of knowledge structure, functioning and representation, 622 

and develop software (and in some cases, hardware) that is based on these regularities. 623 
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Many intelligent systems search knowledge spaces, which are explicitly or implicitly 624 

predefined by the choice of knowledge representation. In effect, the knowledge repre- 625 

sentation serves as strong bias." 626 

6. Patents 627 

Parts of this work may be used to apply for patents with different use case imple- 628 

mentations. 629 

Supplementary Materials: The following supporting can be downloaded at: Digital Genome Im- 630 
plementation Presentations: – Autopoietic Machines (triadicautomata.com). 631 
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Appendix A: Explanation of Figures 643 

Figure 1: Current state of the art of information processing structures 644 

This diagram illustrates the flow and relationship between different components of data 645 

processing and artificial intelligence (AI). Here's a breakdown of each part. 646 

• Data Sources, Data Structures, and Algorithms: Data can come from various 647 

sources such as text, audio, pictures, and videos. Data is organized using data 648 

structures. Algorithms are applied to process and manipulate this data 649 

• Computing Paradigms: Symbolic computing involves using symbols to represent 650 

problems and logical rules to solve them. Sub-symbolic computing involves tech- 651 

niques like neural networks and other forms of machine learning. 652 

• Application in Robotics, Generative AI: The knowledge gained from machine 653 

learning and deep learning can be applied to robotics for automation and intelli- 654 

gent behavior. 655 

• Transformers: A type of model architecture, especially useful for processing se- 656 

quential data, like language. Examples include BERT and GPT. 657 

• GenAI: Generative AI models, which can generate new data similar to the data 658 

they were trained on. 659 

• Question Answering: The ability of AI to provide answers to questions posed in 660 

natural language. 661 

• Sentiment Analysis: Determining the sentiment expressed in text, such as posi- 662 

tive, negative, or neutral. 663 

• Information Extraction: Extracting structured information from unstructured 664 

data. 665 

• AI Image Generation: Creating new images from textual descriptions or other 666 

inputs. 667 

• Object Recognition: Identifying objects within images or videos. 668 

https://triadicautomata.com/digital-genome-vod-presentation/
https://triadicautomata.com/digital-genome-vod-presentation/
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Figure 2: According to the General Theory of Information, information is the bridge 669 

between the material, mental, and digital worlds 670 

This diagram elaborates on the relationship between information, knowledge, and com- 671 

puting or information processing structures in various worlds (physical, mental, and dig- 672 

ital).  673 

• World of Ideal Structures: Information is seen as fundamental to the world of 674 

ideal structures. According to GTI, the ideal structures are represented by Named 675 

sets/Fundamental triads where entities with established relationships interact 676 

with each other and evolve their state based on the event-driven behaviors events, 677 

forming a basic knowledge structure. 678 

• World of Material Structures: In the physical world, energy relates to matter, and 679 

material structures evolve governed by the laws of conversion of energy and mat- 680 

ter. In the mental world, Information received by the observers is processed by 681 

the neural networks in biological systems. Neurons fired together wire together 682 

to create associative memory and event-driven transaction history.  683 

• World of Digital Structures: In the digital world created by humans, information 684 

is processed in digital form using symbolic and sub-symbolic computing struc- 685 

tures. In essence, this figure illustrates the comprehensive view of how infor- 686 

mation is processed, structured, and transformed into knowledge across different 687 

realms, linking theoretical foundations to practical implementations in compu- 688 

ting. 689 

Figure 3: The digital genome implementation integrating symbolic and sub-symbolic 690 

computing 691 

This figure highlights how symbolic and sub-symbolic computing can be combined to 692 

create a robust, adaptive software system using the tools derived from the general theory 693 

of information. The red and blue lines illustrate the interconnected nature of symbolic and 694 

sub-symbolic computing structures in creating the knowledge representation. Super-sym- 695 

bolic computing suggested by GTI uses symbolic and sub-symbolic elements to create an 696 

integrated knowledge representation as knowledge networks.  This framework high- 697 

lights how symbolic and sub-symbolic computing can be combined to create a robust, 698 

adaptive system capable of generating knowledge, learning from data, and providing in- 699 

telligent advice and options. 700 

Figure 4: Two information processing structures 701 

This image illustrates the evolution from traditional computing models to more advanced 702 

structural machines and knowledge networks suggested by GTI. The Turing Machine- 703 

based computing model was derived from the observation that “A man in the process of 704 

computing a real number replaced by a machine which is only capable of a finite number 705 

of conditions.”. The computing model with structural machines and knowledge networks 706 

is derived from the observation that “Nodes wired together fire together in a knowledge 707 

network to exhibit autopoietic and cognitive behaviors.” 708 

The image contrasts traditional computing (limited by sequential processing and finite 709 

state machines) with a future vision of structural machines and knowledge networks, 710 

where interconnected nodes process and share information enabling complex cognitive 711 

and self-maintaining behaviors and components of a Knowledge Network driven by a 712 

Digital Genome, which integrates both symbolic and sub-symbolic computing to manage 713 

and process information effectively. 714 
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Figure 5: Digital genome-driven distributed application with associative memory and 715 

event-driven interaction history 716 

This figure depicts entities, relationships, and behaviors of autonomous distributed sys- 717 

tem components constituting a knowledge network. The digital Genome provides the 718 

core framework that integrates various software components to form a cohesive system 719 

with specific functional, and non-functional requirements and best-practice-based policies. 720 

Autopoietic Network Manager ensures the deployment of the computing structures and 721 

maintains structural stability. The Cognitive Network Manager manages the cognitive 722 

process workflow ensuring information flow within the knowledge network. 723 

Knowledge network nodes are specialized units each focusing on different aspects of com- 724 

putation and information management: 725 

• Reasoning Genome: Handles logical reasoning and decision-making. 726 

• Service Workflow Genome: Manages workflows and service operations. 727 

• Event Genome: Tracks and processes events within the network. 728 

• User Interface Genome: Manages interactions with users. 729 

• Red Flag Genome: Identifies and handles anomalies or critical issues. 730 

• Symbolic Computing Genomes: Handle different aspects of symbolic computa- 731 

tion. 732 

• Sub-Symbolic Computing Genomes: Handle pattern recognition and machine 733 

learning tasks. 734 

Associative Memory stores information based on associations, allowing the network to 735 

recall and utilize relevant knowledge. Event history records all relevant events and inter- 736 

actions, capturing the system's state and evolution and providing a single point of truth. 737 

The knowledge is represented as a network where nodes receive input, execute the pro- 738 

cess, and share information with wired nodes capturing the system's state and evolution 739 

history based on node interactions. 740 

Figure 6: Schema-based Service Architecture with various components 741 

This figure depicts the architecture of a video-on-demand (VoD) system driven by a dig- 742 

ital genome specification described in the paper and demonstrated in the video., integrat- 743 

ing various components to manage and deliver video content efficiently while leveraging 744 

associative memory and event history for improved functionality. 745 

It leverages the digital genome framework to ensure self-maintenance, cognitive pro- 746 

cessing, and effective information flow. The associative memory and event history com- 747 

ponents provide enhanced decision-making capabilities based on past interactions and 748 

stored knowledge. Users interact with the system through a user-friendly interface, select- 749 

ing and watching video content delivered by the video server. The system continuously 750 

monitors events to maintain optimal performance and reliability. 751 

Figure 7: Deployment of the VoD service using Cloud resources. An implementation is 752 

presented in the video mentioned in this paper  753 

This figure demonstrates how a sophisticated VoD system can be built using cloud ser- 754 

vices and advanced data management techniques. Developers define the system's func- 755 

tionality, which is then executed by process engines on the Google Cloud infrastructure. 756 

The system components, including autopoietic and cognitive network managers, work 757 

together to manage workflows, handle anomalies, and ensure efficient delivery of video 758 

content. The knowledge network, supported by schema, associative memory, and event 759 
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history, provides the necessary intelligence and adaptability to meet user needs and main- 760 

tain optimal performance. Python programs are used to execute symbolic and sub-sym- 761 

bolic processes. Containers are used to deploy, operate, and manage the components in a 762 

cloud infrastructure. Graph database technology is used to manage complex data rela- 763 

tionships, further enhancing the system's capabilities. 764 

Appendix B: Glossary of Terms 765 

Associative Memory: Associative memory refers to the ability to remember relationships 766 

between concepts, not just the individual concepts themselves. For instance, it involves 767 

remembering how two words are related (e.g., “man” – “woman”) or recognizing an ob- 768 

ject and its alternate name (e.g., a guitar). In psychology, it’s defined as the capacity to 769 

learn and recall the relationship between unrelated items, such as remembering some- 770 

one’s name or the scent of a particular perfume. Neural associative memories map specific 771 

input representations to specific output representations, allowing recall based on associa- 772 

tions. In the context of this paper, it refers to the schema and its evolution history of enti- 773 

ties, relationships, and interactions that help maintain stability and safety while achieving 774 

the system’s objectives through enhanced cognition. Associative memory (psychology) - 775 

Wikipedia 776 

Autopoiesis: A system's ability to reproduce and maintain itself. It refers to the self-pro- 777 

ducing and self-maintaining nature of living systems, applied here to distributed software 778 

systems. https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1618936/  779 

CAP Theorem: A principle that states it is impossible for a distributed data system to 780 

simultaneously provide more than two out of three guarantees: Consistency, Availability, 781 

and Partition Tolerance. https://www.ibm.com/topics/cap-theorem  782 

Cognitive Network Manager (CNM): A component that manages the communication 783 

connections between the nodes executing various processes in a distributed system. It en- 784 

sures the system's workflow and connections align with non-functional requirements. 785 

https://www.mdpi.com/2813-0324/8/1/70  786 

Cognizing Oracles: Components derived from the General Theory of Information that are 787 

used in super-symbolic computing structures to process and understand information in a 788 

complex and nuanced way. They play a crucial role in enabling self-regulation and cog- 789 

nitive behaviors in distributed software applications. https://www.researchgate.net/fig- 790 

ure/Oracles-as-cognizing-agents-managing-the-execution-and-evolution-of-knowledge- 791 

structures_fig5_342741582  792 

Digital Genome: A digital specification of operational knowledge defining and executing 793 

the life processes of distributed software applications. It includes functional requirements, 794 

non-functional requirements, and best-practice policies to maintain system behavior. 795 

https://www.mdpi.com/2409-9287/8/6/107  796 

Event-Driven Interaction History: A record of interactions and events within a system, 797 

used to maintain the system's long-term memory and aid in decision-making and stability. 798 

https://www.preprints.org/manuscript/202404.1298/v1  799 

General Theory of Information (GTI): A theoretical framework that integrates symbolic 800 

and sub-symbolic computing structures with a novel super-symbolic structure to address 801 

foundational shortcomings in current computational models. https://www.re- 802 

searchgate.net/publication/318740204_The_General_Theory_of_Information_as_a_Uni- 803 

fying_Factor_for_Information_Studies_The_Noble_Eight-Fold_Path  804 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1618936/
https://www.ibm.com/topics/cap-theorem
https://www.mdpi.com/2813-0324/8/1/70
https://www.researchgate.net/figure/Oracles-as-cognizing-agents-managing-the-execution-and-evolution-of-knowledge-structures_fig5_342741582
https://www.researchgate.net/figure/Oracles-as-cognizing-agents-managing-the-execution-and-evolution-of-knowledge-structures_fig5_342741582
https://www.researchgate.net/figure/Oracles-as-cognizing-agents-managing-the-execution-and-evolution-of-knowledge-structures_fig5_342741582
https://www.mdpi.com/2409-9287/8/6/107
https://www.preprints.org/manuscript/202404.1298/v1
https://www.researchgate.net/publication/318740204_The_General_Theory_of_Information_as_a_Unifying_Factor_for_Information_Studies_The_Noble_Eight-Fold_Path
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Infrastructure as a Service (IaaS): A cloud computing service that provides virtualized 805 

computing resources over the internet, allowing users to run software without managing 806 

the underlying hardware. https://cloud.google.com/learn/what-is-iaas  807 

Microservice Architecture (MSA): A design approach for distributed systems where ap- 808 

plications are composed of small, independent services that communicate over network 809 

protocols, each serving a single purpose. https://cloud.google.com/learn/what-is-micro- 810 

services-architecture  811 

Non-functional Requirements: Requirements that specify criteria for the operation of a 812 

system, such as performance, scalability, and reliability, rather than specific behaviors or 813 

functions. https://www.geeksforgeeks.org/non-functional-requirements-in-software-en- 814 

gineering/  815 

Platform as a Service (PaaS): A cloud computing service that provides a platform allow- 816 

ing customers to develop, run, and manage applications without dealing with the under- 817 

lying infrastructure. https://azure.microsoft.com/en-us/resources/cloud-computing-dic- 818 

tionary/what-is-paas  819 

Service Workflow Manager (SWM): A component that controls the workflow among the 820 

nodes delivering a service, ensuring that the system operates as expected and takes cor- 821 

rective actions when deviations occur. 822 

Structural Machines: Machines that use knowledge structures to represent and manage 823 

system states and their evolution. They perform operations on these structures to main- 824 

tain system stability and achieve desired behaviors. https://www.mdpi.com/2504- 825 

3900/47/1/26  826 

Super-symbolic Computing: An advanced computing paradigm that integrates symbolic 827 

and sub-symbolic representations to create a more nuanced and complex understanding 828 

of information, enabling self-regulation and cognitive behaviors in digital systems. 829 

https://easychair.org/publications/preprint/PMjC  830 

Symbolic Computing: A type of computing where symbols and operations on symbols 831 

represent and manipulate data, often used in traditional artificial intelligence systems. 832 

https://easychair.org/publications/preprint/PMjC  833 

Turing Machine: A mathematical model of computation that defines an abstract machine 834 

which manipulates symbols on a strip of tape according to a table of rules. It is the basis 835 

for the theory of computation. https://plato.stanford.edu/entries/turing-machine/  836 

User Interface Management Subnetwork (UIM): A component that manages the user 837 

interface workflow, including registration, login, and video selection interactions in a 838 

video-on-demand service. 839 

Video Service Management Subnetwork: A subnetwork responsible for managing the 840 

video service from content management to video server and client interactions. 841 

Von Neumann Architecture: A computer architecture model where a single storage struc- 842 

ture holds both instructions and data, used in most contemporary computers. 843 

https://www.computerscience.gcse.guru/theory/von-neumann-architecture  844 
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